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Abstract
Cryptographic primitives enable secure transmission and integrity of data, access control
to data, and so on. In order to be used in the real world, a cryptographic scheme should be
ecient and secure enough. Many research has been dedicated to provide more ecient
and secure schemes. We put forward research in this direction.
First our focus is constructions of cryptographic schemes that can be used in settings
where saving transmission costs is a primary issue. In such settings, one would like to
use a public key encryption scheme or a digital signature scheme with short ciphertexts
or signatures even if they are not ecient enough in other aspects. Some previous works
provide public key encryption schemes with very short ciphertexts and digital signature
schemes with very short signatures aiming at being used in such settings. While the size of
the ciphertexts/signatures are very compact, these schemes often require prohibitively long
public keys. Due to this problem, they are not practical. We introduce novel techniques to
reduce the public key size of the previous schemes without increasing the size of ciphertexts
or signatures. Our proposed schemes drastically reduce the public key size at the cost of
higher computational cost.
Second our focus is constructions of cryptographic schemes with high security. Espe-
cially, we study constructions of predicate encryption scheme with high security. Predicate
encryption is a generalized form of public key encryption and provides ne-grained access
control to a ciphertext. Compared to more basic primitives such as public key encryption
and identity-based encryption, only few eort has been spent to construct predicate en-
cryption schemes with high security. To remedy this situation, we propose a new generic
conversion that converts any predicate encryption scheme with certain property that is
secure against chosen plaintext attack into one that is secure aginst chosen ciphertext at-
tack (CCA). By applying this conversion to existing schemes, we obtain new CCA-secure
predicate encryption schemes. Moreover, we can use the resulting scheme to construct a
new primitive that we call deniable anonymous predicate authentication scheme.
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1Chapter 0
Some Remarks
This is a summary of the dissertation. We cannot make all of the contents public because
of the copyright policy issues. Full text will be available once permission is obtained from
the publisher. The dissertation is organized by the following 6 chapters.
Chapter 1 Introduction
Chapter 2 Preliminaries
Chapter 3 New Schemes in the Bilinear Group Settings
Chapter 4 New Signature Schemes in the RSA Group Settings
Chapter 5 Generic Security Enhancement Technique for Predicate Encryption Schemes
Chapter 6 Concluding Remarks and Open Questions
This summary only contains Chap. 1 and 6. One can nd similar contents to that of
chapter 2 in [64, 63, 62], that of Chap. 3 in [64, 63], 4 in [63], and 5 in [62].
2Chapter 1
Introduction
1.1 Overview and Motivations
Cryptographic primitives ensure secure transmission and integrity of data, access control
to data, and so on. There are many cryptographic primitives and each has dierent
functionality. Some of them have been used in practice and they are indispensable to
realizing electronic society. At rst, we explain several important cryptographic primitives
related to this dissertation here.
Digital Signatures. The notion of digital signature was rst proposed by Die and
Hellman [22]. Digital signature schemes are digital analogue of signatures in the sense
that it ensure integrity of digital data. That is, a valid signature on a digital text can
only be generated by a specic user who has a secret key corresponding to a public key.
First concrete construction (with weak security) of digital signature scheme was given by
Rivest, Shamir, and Adleman [54] using multiplicative group of integer modulo N where
N is product of two large primes (RSA group).
Public Key Encryption. The paper written by Die and Hellman [22] was the rst to
propose the notion of public key encryption. Public key encryption schemes ensure secure
transmission of digital data without sharing secret information between the sender and the
reciever. Anyone can encrypt a message to a user by using a public key of the user. But
only the user who has secret key corresponding to the public key can decrypt the ciphertext
and retrieve the message. This is very dierent from secret key encryption schemes that
require sharing of secret information (i.e., secret key) between sender and reciever before
starting communication. First concrete construction of public key encryption scheme
were published by Rivest, Shamir, and Adleman [54] using RSA group. We note that
nowadays, it is known that James H. Ellis, Cliord Cocks, and Malcolm Williamson
at the Government Communications Headquarters in the UK secretly developed similar
notion and construction before the publication of above papers.
Identity Based Encryption. One of main concern in using public key encryption in
the real world is that malicious user would replace a public key of a honest user with a
fake public key that is generated by himself. Then, a message for the honest user will
be encrypted under the fake public key. The malicious user can decrypt the ciphertext
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because the fake public key is generated by himself (possibly along with secret key). The
problem is that there is no way to check whether a public key really corresponds to a user
whom one intends to send a message or not. To resolve this problem, Shamir proposed the
notion of identity based encryption (IBE) [57]. In IBE, a public key of a user corresponds
to the unique identity of the user in the system and thus the concern we explained above
does not arise. After the proposal of the notion of IBE, concrete construction had been
left open for about twenty years. First constructions of IBE were proposed by Sakai,
Ohgishi, and Kasahara [56] and Boneh and Franklin [10] independently.
Predicate Encryption. The notion of predicate encryption (PE) is proposed by [55]
and it is an extension of identity-based encryption. In PE, a ciphertext/private key is
associated with certain attribute X/Y . The decryption is possible if X and Y satisfy
certain relation f(X;Y ) = 1. IBE is captured as a special case of PE in which f is an
equality checking function (i.e., f(X;Y ) = 1 i X = Y ). In PE with more expressive
relation f , a user can encrypt a message for ne-grained condition. For example, in
an attribute-based encryption scheme, which is an instance of PE, one can encrypt a
message for a Boolean formula. Large amount of PE schemes have been proposed aiming
at realizing more complex access structure (or relation f) [11, 55, 32, 8, 31, 41, 12, 4, 46,
50, 59, 29, 30].
One of important research directions in the area of cryptography is to construct ecient
cryptograhpic schemes. Especially, improving the eciency of basic cryptographic prim-
itives such as public key encryption and digital signature is very important. The reason
of this is that basic primitives are used more often than complex primitives in the real
world. Another reason is that they are often used as building block to construct more
complex primitives such as group signature schemes [6, 7]. Such schemes become more
ecient if the eciency of underlying basic primitives are improved.
Another important research direction is to construct schemes with higher security. Since
the techniques to attack systems in the real world are continuously improving, we should
prepare for such attacks by constructing schemes with high security. One remarkable
example of this is Bleichenbacher's attack [9]. He demonstrated that PKCS ]1 can be
broken by executing chosen ciphertext attack (CCA) [49, 53, 24] by exploiting a certain
property of the system. The CCA is an attack in which the adversary can access an oracle
that decrypts any ciphertexts other than the one the adversary tries to break. His result
was surprising, because CCA was not considered to be a threat to systems in the real
world. Since then, CCA-security has been considered to be \golden standard" for secure
public key encryption and constructions that satisfy the security notion have been studied
extensively [19, 20, 15, 44, 14, 16, 33, 38, 1, 35].
In this dissertation, we focus on the above two topics. Namely, the constructions of
ecient cryptographic schemes and schemes with higher security. Especially, we mainly
studied signature schemes with short signatures and predicate encryption schemes with
higher security. We also obtained some other results related to these topics as explained
in the next section.
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1.2 Summary of Contributions
Our contributions can be divided into two parts.
 At rst, we focus on how to construct ecient cryptogtaphic primitives. Espe-
cially, we study construction of digital signature with short signatures and public
key encryption with short ciphertexts. Such schemes would be important in the
settings where the transmission cost are very restricted. There are some previous
works on the topic [18, 37, 36]. They achieve very short signatures/ciphertexts
whereas the public key size is very large. Due to the large public key size, they
are impractical. Thus, it would be desireble to obtain schemes with the same size
of ciphertexts/signatures and short public keys. To achieve this goal, we introduce
some new techniques and construct schemes that achieve the same size of cipher-
texts/signatures and shorter public keys as we explain below.
Two Dimensional Representation of a Cover Free Family. The cover free
family [25] is a combinatorial object and often used as a building block to construct
a cryptographic primitives [23, 51, 18, 42, 65, 36]. In Chap. 3, we introduce slight
twist to the use of cover free family. We call this as \two-dimensional representation
of a cover free family". Combining this technique with a power of the bilinear map,
we can construct new q-resilient IBE. A q-resilient IBE scheme is IBE scheme that is
secure under the situation where the number of malicious users is bounded by q. The
scheme has optimal ciphertext overhead, i.e., only consists of one group element, and
relatively short public key size. Applying Canetti-Halevi-Katz transform [15, 14]
to the scheme, we obtain a new public key encryption scheme that is q-bounded
CCA-secure. A q-bounded CCA-security is weaker notion than CCA-security in the
sense that the security is only guaranteed when the adversary access the decryption
oracle less than q times. The ciphertext overhead of the resulting scheme is optimal
and the public key size is much shorter than the scheme in [18] that achieves the
same size of ciphretexts and security. On the other hand, we can obtain a new q-
time signature with very short signature size by applying the Naor transformation
[10, 21] to our q-resilient IBE scheme. A q-time signature scheme is a signature
scheme that the security of the scheme is guaranteed only when signer generates
signatures less than q times. The public key size of the resulting scheme is shorter
than the previous scheme [65] that achieves the same size of signatures and security.
New Technique to Construct Short Signatures and Its Realization in
Bilinear Groups. In Chap. 3, we also introduce another technique. We observe
that combination of a q-time signature and a weakly secure signatures would yield
a (full-fuledged) short signature scheme. This can be seen as an extension of the
previous result [43, 58] that construct a full-fuledged signature from a one-time
signature (or chameleon hash that is closely related to one-time signature) and a
weakly secure signature. This is only an informal idea and we do not have any
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formal framework to explain this, but the idea has some possiblity to construct new
and ecient signature schemes. Actually, we construct new signature scheme in
the bilinear groups with the shortest signature size in the literature based on the
idea. The public key size of the scheme is much shorter (about 1/100 in a typical
parameter setting) than the previous scheme in [36] that achieves the same size of
signatures as ours. While our scheme provides much better space eciency than
the scheme in [36], the computational cost of our scheme is higher.
Realization in RSA Groups. In the above, we showed that our technique of
constructing signature scheme from a weakly secure signature scheme and q-time
signature is useful in the settings where groups that are equipped with bilinear
maps are available. We further demonstrate that our technique is useful to con-
struct short signature schemes even in other settings. In Chap. 4, we construct
various signature schemes from the RSA assumption with short signatures. Con-
ceptually, we construct the schemes in two steps. First, we construct new q-time
signatures. Then, we combine these schemes with known weakly secure signature
scheme from [40] using algebraic structure. Resulting new schemes are space e-
cient. For example, one of our schemes achieve the shortest signature size and public
key size simultaneously. On the other hand, computational cost of our schemes are
rather high.
 Secondly, we focus on constructions of predicate encryption (PE) schemes that
achieve CCA-security. As we explained in Sec. 1.1, large amount of studies are de-
voted to widen the expressibility of access structure in predicate encryption scheme.
However, most of previous proposed schemes only achieve chosen plaintext security,
which is much weaker security than CCA-security. (There are some exceptions such
as [50].)
Generic Constructions of CCA-Secure PE. To remedy the situation that
we explained above, we propose a new generic conversion that converts any chosen
plaintext secure PE scheme with certain natural property into CCA-secure one.
Since many existing schemes [11, 32, 8, 41, 12, 4, 5, 46, 50] have this property or
can be modied to have this property, we can apply this conversion to obtain cho-
sen ciphertext secure version of these PE schemes. There are similar results in the
literature [37, 61], but they are only applicable to specic PE such as broadcast en-
cryption scheme and attribute based encryption scheme. Our conversion technique
is an extension of their technique and can be applied to wider range of PE schemes.
Anonymous Deniable Predicate Authentication. We also demonstrate that
CCA-secure PE schemes obtained by the above conversion can be used to construct
new cryptographic primitive that we call anonymous deniable predicate authentica-
tion (ADPA). ADPA is an extension of authentication scheme. In ADPA, a user is
associated with an attribute X and he can convince verier that he has an attribute
X 0 such that f(X 0; Y ) = 1 for any Y that satises f(X;Y ) = 1 without revealing
the actual value of X. Furthermore, he can deny the fact that he has interacted
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with the verier. This property would be useful in the settings where one would
like to leak an information about some company or organization without revealing
much information about him, but at the same time he wants to convince someone
that the information is reliable.
7Chapter 6
Concluding Remarks and Open
Questions
In the rst half of this dissertation, we introduce some new techniques and construct
new public key encryption schemes and signature schemes. Especially, we show that
combination of q-time signature schemes and weakly secure signature schemes yield short
signature schemes. There are some interesting open questions regarding ecient construc-
tion of public key encryption schemes and signatures.
 First question is that whether it is possible to construct a CCA-secure (not bounded
CCA secure) public key encryption scheme with shorter ciphertext than [14] using
only mild assumption. Regarding this question, there are some possibility and
impossibility results. The result in [34] says that it is impossible to construct such
a scheme within certain class. Other recent results [27, 39] indicate that one can
construct (poly; 1)-programmable hash function (or full domain hash). Using their
results, we can immediately obtain a CCA-secure public key encryption scheme
whose ciphertext overhead consists of only one group element. However, their
construction of (poly; 1)-programmable hash function needs multi linear map [28,
17]. Since current constructions of multi linear map are not ecient and need
seemingly very strong number theoretic assumption, this is not a satisfactory answer
to the question.
 Second question is whether it is possible to construct a signature scheme with even
shorter signature size in the standard model. In the random oracle model, it is
possible to construct a signature scheme with signatures that is even shorter than
the length of the RSA composite number under the factoring assumption [52, 48].
It would be interesting to try to relaize similar scheme in the standard model.
In the second half of this dissertation, we show that it is possible to enhance the security
of several CPA-secure PE schemes to CCA one. Furthermore, we also show that it is
possible to transform the resulting scheme to a new cryptographic primitive that we call
anonymous deniable predicate authentication scheme. There are some open questions
related to our result.
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 The rst question is whether there is more generic conversion from CPA-secure
PE schemes to CCA one. Even if our conversion can be applied to wide range of
existing schemes, it does not seem to be applicable to PE schemes based on lattices
[3, 2, 13, 60, 30]. It would be an interesting open problem to generalize our result
so that it can be applied to such schemes.
 The second question is whether it is possible to construct a PE scheme with even
higher security such as security against chosen ciphertext selective opening attack
[26] and leakage resilient security. Regarding this question, there are some impor-
tant progress [47, 45].
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